This article is about the internet and its place in the current international legal order. The more precise inquiry concerns identifying the probable emergence of a legal entitlement, as opposed to the predominant focus on legal limitations or consequences of abuse of the right, to access to the internet. It seeks to identify the sources and shape of any such entitlement, along with investigating pertinent trends in political, legal, and judicial decision-making. It proposes the contents and contours of a right to access to the internet, which this article advances and
image was later described as "the face that launched a revolution." 3 A Facebook group named "We are All
Khaled Said" was created by Wael Ghonim, a computer engineer and local Google Executive, who became Egypt's leading voice in the revolt that ousted Hosni Mubarak. The Facebook group was the first to call
Egyptians to protest on a day of anger on 25 January 2011. The date was purposefully chosen because it coincided with, or was officially celebrated as, "National Police Day" in Egypt.
Both Tunisia and Egypt have active and large populations that have access to the internet. A March 2011 survey conducted in Tunisia showed that ninety-one percent of university students were visiting
Facebook at least once a day, Facebook was the primary source of information about protests taking place between December 2010 and January 2011 for sixty-four percent of student respondents, and thirty-two percent of all students learned of Bouazizi's self-immolation through Facebook. Facebook itself confirmed that by 8 January 2011 it had several hundred thousand more users than it had ever had before in Tunisia. 4 Just as striking, Egypt ranks second in the region (only after Iran) in terms of internet-using population. And almost every Egyptian, the same as almost every Tunisian, is thought to have access to a mobile phone.
The governments of both Egypt and Tunisia attempted to cut off their citizens' access to the internet during the revolutionary events described here, evidence of a rising power that is truly civic, decentralized, uncontrolled by government, and owned by communal needs and aspirations. Indeed, based on a variety of critical indicators, ranging from socioeconomic conditions to political and security indicators, both countries were ripe for change when these events occurred. Though all these indicators remain subject to further scrutiny, one can hardly deny the dominant narrative that "digital media were singularly powerful in spreading protest messages, driving coverage by mainstream broadcasters, connecting frustrated citizens with one another, and helping them to realize that they could take shared action regarding shared grievances." 5 In other words, digital media helped mobilize and express the will of the people in a way or, indeed, on a scale and with a speed, that were previously unseen, a phenomenon that testifies to a radical increase of individuals' access to power through information and communication beyond state control.
The ever-growing occurrence of technology-enhanced or -enabled events outside the realm or control of government may be the most prominent feature of today's global information age, doctrinally described as "power diffusion." 6 In this setting of power diffusion, although states still remain the central or dominant global actors, they operate on a stage that is "far more crowded and difficult to control." Power resources are dispersed among different actors, ultimately narrowing the gap between state and non-state actors in many instances. he internet . . . is not just a technology, but a way of organizing and connecting human activity, which emphasizes decentralization, specialization, and global cooperation. It is . . . inherently global and indifferent to geographic political boundaries."). 14 and dramatically intensifies and increases the worldwide invention and adoption of digital technologies. 15 Increased access to the modern digital universe has, however, not always led to positive results or productive consequences. Rather, widespread, significant abuse has occurred, including but not limited to, child pornography, defamation, fraud, identity theft, hate speech, human trafficking, and terrorism, as well as unjustified or illegitimate government censorship or restriction, including cyberwarfare. How to protect the internet from abuse is beyond the scope of this article, but reference to it is necessary to help delimit the scope of the human right to access to the internet.
In this article, the focus is on identifying the probable emergence of a legal entitlement to access to the internet, delineating the sources and shape of such an entitlement, and investigating related trends in decisions. The spotlight on this single feature of the larger global online order is demanded, in part, by of Philippines Francisco Nemenzo: "Without Radio Veritas, it would have been difficult, if not impossible, to mobilize millions of people in a matter of hours."); see also PETER ACKERMAN & JACK DUVALL, A FORCE MORE POWERFUL: A CENTURY OF NONVIOLENT CONFLICT 370 (2000) . 10 See Ned Potter, Text Messaging More Popular than Ever, ABC NEWS, 12 July 2001, http://abcnews.go.com/WNT/ story?id¼130826&page ¼ 1#.TtOrhmOBrqE; see also Julius Court, People Power II in the Philippines:
The First E-Revolution? (Overseas Dev. Inst., Jan. 2001), https://www.odi.org/sites/odi.org.uk/files/odi-assets/publicationsopinion-files/4114.pdf.
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See NYE, JR., POWER, supra note 6, at 116. NYE, JR., POWER, supra note 6, at 116. 14 See, e.g., Nye, Jr., New World, supra note 8. 15 See JOHN PALFREY & URS GASSER, BORN DIGITAL: UNDERSTANDING THE FIRST GENERATION OF DIGITAL NATIVES 3 (2008) ("The Chinese invented the printing press several centuries before Johannes Gutenberg developed the European printing press in the mid-1400s and churned out his first Bibles. Few people could afford the printed books made possible by presses for another several centuries. By contrast, the invention and adoption of digital technologies by more than a billion people worldwide has occurred over the span of a few decades.").
global developments that consistently show the internet to be an incredibly promising, practical, and powerful tool for individual or collective empowerment.
The focus is also demanded, even more urgently, by another area this article will address: the "digital divide." This term of art refers to the gap between people (both within and among countries) with effective access to the internet and those with very limited or no access at all, a divide described elsewhere as "technological apartheid." 16 This article will address, within practical limits, how to bridge the digital divide, as well as how to protect existing or future access to the internet from states' arbitrary interference.
To address these issues, this article will examine pertinent international legal instruments (Part II), explore key trends in present decision-making processes on the international plane (Part III), and appraise them against the demand for greater equality and wider access to the internet (Part IV). Intertwined with discussion of the international legal status of the right to access to the internet will be an analysis of the classic human rights framework for the freedom of opinion and expression, as well as other human rights and fundamental freedoms.
II. Pertinent Past Decisions: International Legal Instruments

A. The Charter of the United Nations
The Charter of the United Nations provides useful guideposts for a wide range of questions pertaining to legal aspects of world public order. Fundamentally, it seeks to establish an institutional structure for the world community and secure the absence of unauthorized coercion or violence in that community; in other words, it seeks to embody a minimum world public order. Despite the breadth of this goal, the Charter nonetheless incorporates a number of provisions that aim specifically to further the world's economic and social aspirations. For example, the Preamble of the U.N. Charter provides that the United Nations is formed, inter alia, to "promote social progress and better standards of life in larger freedom," 17 and "to employ international machinery for the promotion of the economic and social advancement of all peoples."
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These aspirations are further articulated and clarified in Articles 1(3), 13(1b), 62, and, perhaps most importantly, Article 55(a, b). Article 1(3) provides that it is a purpose of the United Nations "to achieve international co-operation in solving international problems of an economic, social, cultural, or humanitarian character, and in promoting and encouraging respect for human rights and for fundamental freedoms for all without distinction as to race, sex, language, or religion." 19 Article 13(1b), addressing the functions of the U.N. General Assembly, requires that the Assembly initiate studies and make recommendations for the purpose of "promoting international co-operation in the economic, social, cultural, educational, and health fields, and assisting in the realization of human rights and fundamental freedoms for all without distinction as to race, sex, language, or religion. Council is also assigned, in Article 62, the duty to make or initiate studies and reports with "respect to international economic, social, cultural, educational, health, and related matters and [it] may make recommendations with respect to any such matters to the General Assembly, to the Members of the United Nations, and to the specialized agencies concerned." 21 Another key provision of the Charter that addresses economic and social questions is Article 55:
With a view to the creation of conditions of stability and well-being which are necessary for peaceful and friendly relations among nations based on respect for the principle of equal rights and self-determination of peoples, the United Nations shall promote: a. higher standards of living, full employment, and conditions of economic and social progress and development; b. solutions of international economic, social, health, and related problems; and international cultural and educational cooperation.
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Given the time of its adoption (1945) and its primary concerns, dictated by the disasters of World War II, the Charter contains no explicit reference to information and communication technologies. Yet, it leaves the door open for such technologies by way of broad language placing no limit on the instruments or "international machinery" to be employed by the U.N. or its organs in furthering economic and social progress and development. This is not to say that a right to access to the internet derives its legal basis in the express content of the Charter. But the internet's impact on the world so far has established that it has the potential to mobilize and consolidate "international machinery" for economic and social progress.
B. The Universal Declaration of Human Rights
The Universal Declaration of Human Rights 23 (UDHR), although not by itself legally binding, is indisputably one of the landmark achievements of the post-World War II era. A self-proclaimed "common standard of achievement for all peoples and all nations" that reflected, in many parts, the customary international law of its time, the Declaration's major contribution is its thrust towards a unified code of universal human rights and fundamental freedoms.
Article 19 of the UDHR, on the right to freedom of opinion and expression, bears special relevance to understanding the form and substance of any legal right to access to the internet. It provides that " [e] veryone has the right to freedom of opinion and expression; this right includes freedom to hold opinions without interference and to seek, receive and impart information and ideas through any media and regardless of frontiers." 24 The internet readily fits within the references to "any media" and "regardless of frontiers" as an instrument or a means for the realization of the right to freedom of opinion and expression.
This interpretation should not, however, be construed as denying the more comprehensive and autonomous features of a right to access to the internet. A right to access to the internet can exist as a standalone right, much as freedom of the press can under the First Amendment to the U.S. Constitution. on the right to hold opinions without interference and to freedom of expression, is a fundamental provision.
One should, however, note the differences between the two articles, not so much on substance as on detail. 
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D. Relevant regional human rights instruments and practice
Given the ever-growing roles, and recognition of these roles, for different types of communication technology and their potential for furthering knowledge and development, a series of other, more specific international measures have been adopted over the years.
Human rights instruments
Several regional human rights instruments contain provisions protecting the freedom of expression or opinion. The exercise of these freedoms, since it carries with it duties and responsibilities, may be subject to such formalities, conditions, restrictions or penalties as are prescribed by law and are necessary in a democratic society, in the interests of national security, territorial integrity or public safety, for the prevention of disorder or crime, for the protection of health or morals, for the protection of the reputation or rights of others, for preventing the disclosure of information received in confidence, or for maintaining the authority and impartiality of the judiciary.
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The American Convention on Human Rights, which entered into force in 1978, also addresses the freedom of expression and thought. 35 Article 13 of the American Convention is the relevant provision. The first two paragraphs largely follow the content and structure of Article 19 of the ICCPR:
1. Everyone has the right to freedom of thought and expression. This right includes freedom to seek, receive, and impart information and ideas of all kinds, regardless of frontiers, either orally, in writing, in print, in the form of art, or through any other medium of one's choice.
2. The exercise of the right provided for in the foregoing paragraph shall not be subject to prior censorship but shall be subject to subsequent imposition of liability, which shall be expressly established by law to the extent necessary to ensure:
a. respect for the rights or reputations of others; or b. the protection of national security, public order, or public health or morals. Id. art. 10, { 1. 33 Id. The following paragraphs of Article 13 add detail. Paragraph 3 specifies that the freedom of expression cannot be restricted by such indirect methods or means as the abuse of government or private controls over newsprint, radio broadcasting frequencies, or equipment used in the dissemination of information, or by any other means or methods seeking to impede the communication and circulation of ideas and opinions.
37 Paragraph 4 specifies further that, notwithstanding paragraph 2 of Article 13, quoted above, public entertainments may be subject by law to prior censorship only for the purpose of regulating access to them for the moral protection of children and adolescents. 38 The last paragraph (5) of Article 13
provides that:
Any propaganda for war and any advocacy of national, racial, or religious hatred that constitute incitements to lawless violence or to any other similar action against any person or group of persons on any grounds including those of race, color, religion, language, or national origin shall be considered as offenses punishable by law.
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Moving to another continent, the African [Banjul] Charter on Human and Peoples' Rights also addresses the freedom of expression. 40 The Charter, which was adopted in 1981, entered into force on 21 October 1986. Article 9, the relevant provision, reads:
1. Every individual shall have the right to receive information. 2. Every individual shall have the right to express and disseminate his opinions within the law.
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Moving yet again, the Arab Charter on Human Rights of the League of Arab States, which entered into force on 15 March 2008, contains provisions similar to, or that build on, the international and regional instruments explored above. 42 Article 32 stipulates that the Charter guarantees the right to information and to freedom of opinion and expression, as well as the right to seek, receive, and impart information and ideas through any medium, regardless of geographical boundaries. 43 Such rights and freedom are to be exercised "in conformity with the fundamental values of society and shall be subject only to such limitations as are required to ensure respect for the rights or reputation of others or the protection of national security, public order and public health or morals." 44 The foregoing demonstrates that for the majority of regional instruments, the language addressing freedom of expression or dissemination of ideas and information through any medium, regardless of frontiers, would certainly include the internet.
Judicial practice
Judicial practice has complemented regional legal instruments. Google sites were blocked as well. 48 The blocking order was executed by the Turkish Telecommunications and Information Technology Directorate ("the TİB"). 49 The applicant, Mr. Ahmet Yıldırım, was thus barred from all access to his own website, which he used to publish his academic work and his opinions on various topics, even though his website had no connection with the site that had been blocked because of its illegal content.
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Relying on Article 10 of the European Convention on Human Rights (freedom of expression),
Mr. Yıldırım complained that the measure barring access to his own internet site infringed his freedoms under the article to receive and impart information and ideas. 51 The Court observed that, at the heart of the problem, was the blocking of all access to Google sites and its effect on the Applicant, who owned another website hosted on the same domain. 52 While in the Court's view the measure did not, strictly speaking, constitute a wholesale ban but rather a restriction on internet access, the limited effects of the restriction did not diminish its significance. 53 In particular, as noted by the Court, "the internet has now become one of the principal means by which individuals exercise their right to freedom of expression and information, providing as it does essential tools for participation in activities and discussions concerning political issues and issues of general interest."
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The Court, therefore, decided that the circumstances of the case were sufficient to conclude that the ban amounted to interference by a public authority with the Applicant's right to freedom of expression, by way of preventing him from accessing his own website. 55 The Court noted in this context that the measure Id. {{ 8 -14.
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Id. { 12. 51 Id. { 38. 52 Id. { 54. 53 Id.
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Id. { 55.
in question produced arbitrary effects that could not be said to have been aimed solely at blocking access to the offending website, since the measure in fact acted to block all the sites hosted by Google sites. 56 Further, the judicial review procedures concerning the blocking of internet sites were insufficient to meet the criteria for avoiding abuse, as the relevant domestic law did not provide for any safeguards to ensure that a blocking order concerning a specific site was not used as a means of blocking access to the internet in general. 57 All in all, the internet was viewed by the Court in Ahmet Yıldırım as "one of the principal means" for the exercise by individuals of their right to freedom of expression and information, and as "an essential tool" for individuals' participation in activities and discussions concerning issues of political and other interest. 59 This view is consistent with the Court's statement in one of its earlier cases, Times Newspapers, Ltd v. the United Kingdom:
In light of its accessibility and its capacity to store and communicate vast amounts of information, the internet plays an important role in enhancing the public's access to news and facilitating the dissemination of information generally.
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E. The United Nations Millennium Declaration and its successor
Beyond international or regional legal instruments and court decisions concerning human rights, a number of other international measures bear particular relevance. Although they are not sensu stricto legally binding, they still exert considerable policy influence and enable a fuller examination of the developing trends concerning access to the internet.
One of the most prominent international measures aiming to enhance universal access to information and communication technology can be found in the Millennium Development Goals (MDGs). The MDGs were officially established by the United Nations Millennium Declaration, which set out an agenda for improving the human condition by 2015. 61 The Millennium Declaration was adopted by 189 heads of state and government at the largest-ever gathering of world leaders at the U.N. Millennium Summit in 2000.
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Quantifiable targets and indicators were set to operationalise the MDGs and implement the commitments made at the Millennium Summit. Relevant to this article, the world's leaders resolved 56 Id. { 68.
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Human Rights Committee, General Comment 34, U.N. Doc. CCPR/C/GC/34, (12 Sept. 2011), { 30 [hereinafter General Comment 34]. The Human Rights Committee has also noted that is inconsistent with paragraph 3 of Article 19 of the ICCPR "to prohibit a site or an information dissemination system from publishing material solely on the basis that it may be critical of the government or the political social system espoused by the government." Id.
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Ahmet Yıldırım, supra note 46, { 54.
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Times Newspaper, Ltd., supra note 45.
61
The eight goals are aimed to: (1) eradicate extreme hunger and poverty; (2) achieve universal primary education; (3) promote gender equality and empower women; (4) reduce child mortality; (5) improve maternal health; (6) combat HIV/AIDS, malaria, and other diseases; (7) ensure environmental sustainability; and (8) 
III. Key Trends in Present Decision-Making
The present trends in decision-making at the global level concerning the right to access the internet are far from uniform. This should, however, not be construed as a denial of the encouraging and leading examples being set at regional levels, most prominently by the EU. Indeed, the most consolidated legal measure at the international level thus far remains 1. Member States shall ensure that all reasonable requests for connection at a fixed location to a public communications network are met by at least one undertaking.
2. The connection provided shall be capable of supporting voice, facsimile and data communications at data rates that are sufficient to permit functional internet access, taking into account prevailing technologies used by the majority of subscribers and technological feasibility. 
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To date, such legal steps forward remain absent in other countries or regions of the world. In any event, however, the common quest for universal access to the internet may not be satisfactorily addressed merely by legal provisions. A further exploration of their operational consequences and difficulties, especially in terms of fair balancing with other conflicting claims or rights, may be inescapable for a more complete conceptualization of the contents and contours of access to the internet. Id.
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Directive 2009/136 defines the minimum set of services of specified quality to which all end-users have the right to have access to. The "affordable price" remains to be determined by "specific national conditions, without distorting competition." See id., art. 1. In reaching its decision, the Conseil Constitutionnel, exercising its constitutional power of a priori and abstract control over the constitutionality of laws before they enter into force, declared partly unconstitutional the French Online Copyright Infringement Law (known as HADOPI 1). 87 The most controversial provision of the law was the creation of an independent administrative authority, the "Haute Autorité pour la diffusion des oeuvres et la protection des droits sur internet" [High Authority for the diffusion of works and the protection of copyright on the internet], which was vested with sanctioning powers that extended to restricting or denying internet access to specified subscribers. 88 Its powers were not limited to any specific category of persons, but included the entire population. 89 The Court recognized that such broad powers, vested in an authority entrusted with the protection of copyright, as opposed to a court of law, can lead to a restriction of the right to freedom of expression and communication, particularly the ability to exercise the right from one's home.
90
In an effort to reconcile the objective of fighting infringement of copyright on the internet with promoting the freedom of expression and communication, the Conseil Constitutionnel concluded that the latter "are all the more precious since they are one of the cornerstones of a democratic society and one of the guarantees of respect for other rights and freedoms." 91 In such circumstances, and referring to Article 11 of the 1789 Declaration, it ruled that the legislative branch "was not at liberty . . . to vest an administrative authority with such powers for the purpose of protecting holders of copyright." 92 The consequence of this decision was the adoption by the French Government of HADOPI 2, 93 which was subsequently approved by the Conseil Constitutionnel.
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The new law transferred the sanctioning power to a judicial authority and instituted the notion of "graduated power." It established a three-phase system of control, the so-called "three-strikes law": the . 86 Id. first warning to a user suspected of downloading copyright-protected content is sent via e-mail;second warning is sent via registered letter delivered in person; 96 and lastly, upon receipt of a third warning, the suspected user is invited to appear before a judge, who is empowered to impose penalties that may include complete suspension of access to the internet for a maximum period of one year, together with a prohibition against contracting with any other internet service provider for the same period. 97 A similar, three-phase procedure that allows for suspending internet access was adopted by the United Kingdom in 2010.
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But the debate on finding the right balance persists. In its decision about HADOPI I, the Conseil Constitutionnel reasoned that the processing of data of a personal nature "does not [itself] fail to comply with the constitutional requirements." 99 This position was justified on grounds that the processing of personal data is not to be allowed to serve purposes other than "to enable copyright holders to institute legal proceedings" or to allow the Committee for the Protection of Copyright "to carry out its mission,"
otherwise constituting "preliminaries to referring cases to the courts," and that the "sworn agents" are not entrusted "to monitor or intercept private exchanges or correspondence." 100 The controversy remains because the processing of data makes it possible to identify persons having a right to access to the internet.
The European Court of Justice (ECJ) has not taken the same approach, although it has not addressed the same situation faced by the French court. The ECJ determined in a 2011 judgment that internet users' IP addresses are "protected personal data," and that the installation of a "filtering system would involve systematic analysis of all content and the collection and identification of users' IP addresses." 101 It further held that requiring installation of the contested filtering system could undermine freedom of information "since that system might not distinguish adequately between unlawful content and lawful content," and could therefore "lead to the blocking of lawful communications." 102 In addition, such a system would not respect the requirement that a fair balance be struck between copyright protection and the freedom to conduct business since it would require the internet service provider "to install a complicated, costly, permanent computer system at its own expense."
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Consistent with an earlier 2008 ECJ judgment requiring a fair balance to be struck between the various fundamental rights, 104 the ECJ concluded in the 2011 case that requiring the internet service provider to 95 HADOPI 2, supra note 93, art. 5. 96 Id. art. 8. 97 Id. art. 9; see also Decision No. 2009-59, supra note 94, { 21 (stating that this penalty "does not fail to comply with the principle of the necessity of punishments.").
98 Digital Economy Act 2010, c. 24, http://www.legislation.gov.uk/ukpga/2010/24/pdfs/ukpga_20100024_en.pdf.
It prescribes the following measures that an internet service provider is obliged to take for the purpose of preventing or reducing infringement of digital content protected by copyright: (a) limiting the speed or other capacity of the service provided; (b) preventing a subscriber from using the service to gain access to particular material, or limiting such use; (c) suspending the service provided; or (d) limiting the service provided in another way. install the contested filtering system "would not be respecting the requirement that a fair balance be struck between the right to intellectual property, on the one hand, and the freedom to conduct business, the right to protection of personal data and the freedom to receive or impart information, on the other."
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IV. Appraisal
The foregoing discussion has revealed that, with the exception of the EU's Universal Service Directive, there is no legally-binding international instrument that obligates states to provide for universal access to the internet. This situation certainly does not, however, close the door for an analysis of other international instruments that could be of relevance, not only for the probable creation of an obligation to ensure that an individual has access to the internet (the so-called "positive obligation"), 106 but also for obligations that require refraining from acting or interfering with an individual's right (the so-called "negative obligation"). Given that Article 19 of the UDHR and the ICCPR explicitly provide that everyone has the right to express him or herself through any medium, regardless of frontiers, the Special Rapporteur emphasized that Article 19 was drafted with the foresight to include and to accommodate future technological developments through which individuals can exercise their right to freedom of expression. Therefore, the framework of international human rights law remains relevant and is applicable to the internet.
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Footnote continued obligation to communicate personal data in order to ensure effective protection of copyright in the context of civil proceedings. However, Community law requires that, when transposing those directives, the Member States take care to rely on an interpretation of them which allows a fair balance to be struck between the various fundamental rights."). 105 Case C-70/10, supra note 101, { 53.
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The so-called "positive obligations" or "positive rights" entail that the state is obligated to take some action to provide the rights to which the individuals are entitled to. The nature of these rights is fundamentally social, economic and cultural. These rights are codified in Articles 22 to 27 of the UDHR, and in the International Covenant on Economic, Social and Cultural Rights (ICESCR). 107 The so-called "negative rights" are essentially civil and political in nature. They are codified in Articles 3 to 21 of the UDHR, and in the ICCPR. The principal aim of civil and political rights is to protect the individual from the arbitrary exercise of state power. This may, however, not exclude entirely the duty of the state to intervene in certain specific cases, such as those demanded by human rights abuses by third parties that may require taking action to investigate such abuses, holding to account those responsible, and/or preventing their reoccurrence in the future. A similar conception had been adopted by the European Parliament in 2009, but with a different outcome. 114 It conceived of the internet a "key instrument" for exercising freedom of expression, one that
gives "full meaning" to this freedom, particularly in light of its "regardless of frontiers" dimension. 115 In addition, a host of other fundamental rights are affected by the internet, including but not limited to, respect for private life, data protection, freedom of association, freedom of the press, political expression and participation, non-discrimination, and education. 116 More specifically, considering e-illiteracy to be the illiteracy of the twenty-first century, the European Parliament declared that ensuring access to the internet for all citizens is "equivalent" to ensuring access to education, and therefore "such access should not be punitively denied by governments or private companies."
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The pronouncement that access to the internet represents the equivalent of the right to access to schooling is of radical importance, though the subsequent qualification that such access should not be denied would appear to contemplate a negative obligation rather than a positive duty to provide for it.
A more positively-oriented result may be offered by a 2011 interpretation of Article 19 of the ICCPR by the HRC, the treaty body that monitors its implementation. According to the HRC, states that are parties to the ICCPR "should take all necessary steps . . . to ensure access of individuals" to the internet. 118 By emphasizing the undertaking of "all necessary steps . . . to ensure access," the HRC implied a positive obligation for the realization of the human right to access to the internet. Indeed, it not only assumed the obligation to respect and protect access of individuals to the internet, but also to fulfil that obligation by taking all necessary steps or positive actions to facilitate such access.
As to the exceptional types of expression that may be legitimately restricted under Article 19(3) of the ICCPR and that arise specifically in the online sphere, the HRC's 2011 Special Rapporteur report referenced above provided a list, which included: child pornography (to protect the rights of children); hate speech (to protect the rights of affected communities); defamation (to protect the rights and reputation of others against unwarranted attacks); direct and public incitement to commit genocide (to protect the rights of others); and advocacy of national, racial, or religious hatred that constitutes incitement to discrimination, 110 Id. { 20. 111 Id. { 22. Id. { Q.
118
General Comment 34, supra note 58, {15.
hostility or violence (to protect the rights of others).
119 It was, therefore, suggested that any restriction to access to the internet must conform to international human rights standards. 120 In this connection, the Special Rapporteur noted many instances when "States restrict, control, manipulate and censor content disseminated via the internet without any legal basis, or on the basis of broad and ambiguous laws, without justifying the purpose of such actions; and/or in a manner that is clearly unnecessary and/or disproportionate to achieving the intended aim." 121 This practice is considered "clearly incompatible with States' obligations under international human rights law," 122 often creating "a broader 'chilling effect' on the right to freedom of opinion and expression." 123 The Special Rapporteur was also "alarmed by proposals to disconnect users from internet access if they violate intellectual property rights," including the French and UK legislation that allows the suspension of internet service. 124 In the context of the connection between the rights to privacy and to freedom of expression, the Special Rapporteur recalled that, throughout history, debating controversial issues in the public sphere-in offline platforms-has always implied the possibility to do so anonymously, 125 a practice approved by the judiciary. 126 Therefore, the Special Rapporteur called upon states to ensure that individuals are also able to express themselves anonymously on the internet and to refrain from adopting real-name registration systems. 127 Although there may be legal exceptions that warrant limiting the right to privacy, such as for the purposes of administering criminal justice or preventing crime, he stated that these measures must comply with the international human rights framework. 128 This framework, aimed at providing adequate safeguards against abuse, includes ensuring that any exceptional legal limitation of the right to privacy is effected strictly on the basis of a decision by a state authority expressly empowered by law to do so;
further, such a decision must be subject to the requirements of necessity and proportionality as well. 
B. Evaluation of policy responses: The effects of the Millennium Development Goals
Beyond the legal sphere, other approaches could potentially be as effective as legally-binding instruments. Indeed, law-based and alternative approaches should be viewed as complementary and not mutually exclusive. The most authoritative current articulation of the non-law-based approach is to be found in the Millennium Development Goals adopted at the U.N. Millennium Summit.
Measuring progress in achieving Target 8F, discussed above, the U.N.'s Millennium Development Goals
Report 2010 noted that internet access continues to expand, albeit at a slower pace relative to 2009, and that by the end of 2008, twenty-three percent of the world's population were using the internet. 130 The
Report noted that, "in the developed regions, the percentage remains much higher than in the developing world, where only 1 in 6 people are online," 131 and that, by the end of 2008, "fixed broadband penetration in the developing world averaged less than 3 percent and was heavily concentrated in a few countries."
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When it comes to the "least developed countries," in most of them, "the number of fixed broadband subscriptions is still negligible; service remains prohibitively expensive and inaccessible to most people."
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On the more encouraging side of the story, the U.N. Report observed that the introduction of highspeed wireless broadband networks is expected to increase the number of internet users in developing countries in the near future. 134 The limited availability of such broadband networks, however, was identified as a challenge in bringing more people online in developing countries.
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The Report's overall conclusion was that, despite world leaders' commitments and a notable expansion of worldwide access to the internet, there still remains a significant divide between those who enjoy access to the internet and those who do not, and that "a significant divide [also] exists between those who enjoy fast access to an online world increasingly rich in multimedia content and those still struggling 
V. Conclusion
Access to the internet has become indispensable not only to enable individuals to exercise a range of fundamental rights, but also to maximize their access to the universe of human aspirations. In short, it enables individuals or groups of individuals "to report news, expose wrongdoing, express opinions, mobilize protests, monitor elections, scrutinize government, deepen participation, and expand the horizons of freedom."
137 These features of the internet have so far been exposed most prominently to the world during the Arab Spring, as discussed in the introductory part of this article.
Whilst the ever-increasing role of the internet as a knowledge and empowerment tool is widely recognized, also imperative is the recognition that access to the internet must be extended to those lacking it, and that the rights and liberties of those who already enjoy or will enjoy access must be safeguarded. As with many other critical and multifaceted social processes, full involvement and shared responsibility of all relevant actors remains incomparably important. These actors include the government, the private sector, civil society, the U.N., and other international and regional organizations. In this particular context, governments have a leading role and responsibility for the development and implementation of national e-strategies. Experience has revealed that the rapid diffusion of the internet in a country is often closely correlated with the level of government support.
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On the legal side, other than the rather limited national or predominantly EU-centred practices, there is no international legal instrument that provides for, or contemplates, a right to universal access to the internet. The dominant legal conception is that of the internet as a "key means," "key instrument," "catalyst," or "tool" for the realization of the right to freedom of opinion and expression, and/or a key "facilitator" of a range of human rights.
Although the positive obligation to create this right is not yet acknowledged, the recognition that illegal restriction or unjustified denial of access to the internet is capable of effecting or constituting a breach of other protected rights is leading to change. The consequence is creating an obligation on the part of states to refrain from arbitrarily interfering with internet access; hence, the recognition of a state's negative obligation not to interfere with, or impede, an individual's access to the internet. 139 For instance, when a cyber-attack that aims to deny access to legal content on the internet is attributed to a state, "it clearly constitutes . . . a violation of its obligation to respect the right to freedom of opinion and expression."
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Applying a legal analysis based on civil and political rights, there is a strong case to be made for a positive obligation to provide access to the internet. Such a case rests on the long-recognized rights to freedom of opinion and expression, and is further supported on the bases that the internet is already accessible and that there is recognition that denying or unjustifiably restricting such access is wrong. Beyond mere non-interference, a positive obligation would arguably involve some affirmative action by government (e.g., to open up the telecommunications market or the provision of internet at nondiscriminatory rates). See General Comment 34, supra note 58. 140 Report of the Special Rapporteur, supra note 108, { 52.
Unlike the increasingly-recognized negative obligation, a positive obligation to provide for access to the internet would so far appear to be limited to a few cases or countries where access is explicitly provided for by law. Even in such scenarios-as far as the existing practice is concerned-a human right to access to the internet does not mean that it has to be free, but does mean that it has to be available, accessible, affordable, and adequate, complying, therefore, with the suggested contours of a right to access to the internet suggested at the start of this article. Should any one of the four As be absent, the positive obligation to provide genuine internet access cannot be met.
Although currently limited, one cannot fail to observe the signs of the continuing emergence of the positive right. The most authoritative global testimony is offered by the HRC, stating that states parties to the ICCPR "should take all necessary steps . . . to ensure access of individuals" to the internet. Another authoritative indication of this emerging decision-making process is the HRC's call upon all states "to . . . facilitate access to the internet." 141 Regional bodies, such as the OSCE (Organization for Security and Cooperation in Europe), have also indicated the human rights character of access to the internet.
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Furthermore, the absence of any international legal instrument that imposes positive obligations to provide access cannot be construed as absolving states of all their responsibility. Quite the contrary, and as also interpreted by the ICCPR's treaty body, states have a responsibility to take all necessary steps, individually and through international assistance and cooperation, to achieve the full realization of universal access to the internet. This responsibility is also demanded by the undertaking of the world's leaders at the U.N. Millennium Summit, through the adoption of the 2030 Sustainable Development Goals to ensure that the internet is available to all, and by the declaration of the HRC to that effect. As ruled by a German Federal Court in 2013, access to the internet is an "essential" part of life and its lack can significantly disrupt the material basis of life.
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It is accepted worldwide that the internet is the singularly most indispensable instrument of the twentyfirst century for effecting and ensuring a whole host of human rights and fundamental freedoms-in the words of Simon and Garfunkel, it is a global "bridge over troubled water." Building this bridge will not be easy. Utilizing the implementation framework adopted in the context of the International Covenant on Economic, Social and Cultural Rights (ICESCR), the steps taken will need to be "deliberate, concrete and targeted as clearly as possible" 144 in order to secure the widest possible distribution of access to this key planetary resource, and to align the world online order on a scale that would benefit everyone socially and economically. Successful achievement of these goals is represented by the four As: availability, accessibility, affordability, and adequacy of the internet. Those persons and entities implementing future internet-related decision-making processes must recognize the urgency of the situation and look to providing the four As as a way of achieving internet access for all.
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Human Rights Council Res. L. 13, A/HRC/20/L.30 (29 June 2012). It also affirmed that the same rights that people have offline must also be protected online. 142 See Press Release, OSCE, Internet blocking practices a concern, access is a human right, says OSCE media freedom representative at launch of OSCE-wide study (8 July 2011), http://www.osce.org/fom/80735 ("The internet should remain free and access should be considered a human right" and "Some governments already recognize access to the internet as a human right."). 
